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ABSTRACT

Collaboration tools are used widely as non-face-to-face work increases due to social distancing after COVID-19. The tools
are being developed in a cross-platform manner with ‘Electron’, an open source framework based on Chromium, to ensure
accessibility on multiple devices. Electron Apps, applications built with Electron framework, store data in a manner similar
to Chromium-based web browsers, so the data can be acquired in the same way as the data is acquired from a web
browser. In this paper we analyze the data structure of web storage and suggest a method to get the message from Electron
Apps focused on collaboration tools such as Jandi, Slack, and Microsoft Teams. For Jandi, we get the message from Cache
by using previously developed tools, and in the case of Slack and Microsoft Teams, we get the message from IndexedDB
by using the message carving tool we developed.

Keywords: Electron App, Collaboration Tool, Jandi, Slack, Microsoft Teams

Received(09. 24. 2021), Modified(12. 06. 2021), 7} opd-& whElych
Accepted(12. 26. 2021) t FA2F, cOmsherlOck @gmail.com
=] 8- Az} A3l oJAew 4% 7|Fhe] FA] s ¥ 3AIAA}, blackostrich@gmail.com(Corresponding author)



12 Electron App®l "AA| &5 Hele] g oA 4] £ 2,

>

9, 9= Fyow

sEH9e] ofste w257} FKe wet
E =gl A ks Qo)
WA WY BN FL A2
s, 9

oAz g B R e mepd
71ellA AR S 5 Al &

39 -8 PColA wAAE F5sh=
ok AT vigsieh e e

modd oE o N, Y
o o oE M X W (o
2 o
i)
!,

oA AxE o]ZalAe|d HelR Zxbsl= 34l
ES A0 72 HAAE FEs)= ulole) gt A7)
g a3}

e

I R R
FAedE Fd A =
wAA - dlelezh A% 4
stede] Holy 725 A% ARAE § -
R R = ] A S e e e
2NA= 71 oot AR S ARk,
A3 oFgAe|Ad Electron Appel 54& EH=E
AT S Aeldet 48exe A (andi), €9
(slack), ®=(microsoft teams) 7 ¢ & H=E
wAA Elelelh Ak stdde A st HAAE
A58t 8 Wk AR v 5AelA =
Ayl s vyt

i

kol Flr
“

1o

o

1>

)

_?{_1‘

ki

>, ol

w
o
2
2

r

p

. 2 o7
AT A PR AP 2
b33k 2o} Slack 2 Discord ®A1A] o

g AF(2)9 HY E olgdE A4 9 AAE
doJe] 7 AF(3)eMe =S 3] ofd
zuted 771 At wAIA S Felstsltt. Windows
A2 Wire 2| 5 ¥ oledE ‘3“[4]3]
37 =g el AR dlolE Fxe} WE-S
glolaloitt, WhatsApp Web vjA Za#A 2AH5 ]
odlAe ARgAE 9lel Hud HRes wsiyl o

eb WAR A7t A=A} @ E AHA
o ol E P AF(6)E =T A
d28] wAA] dolg Fx F dF-F el ot
A2 F5 A =g FFe] ofd mmld 7]7]9
dloJelulo] 2~ Thd-& AT

)

= 2

o
RS

kA, CCL Solutions(7)(8)(9)¢l4+& Electron
App9 IndexedDBell sl dAFstw B4 =7
sted o, £ = A7 WA #¥d 5
A8 A o5 ARG dlelelE
2438 53] Esbdeh. Electron 71w ¥
xggaAe]l Febdol| gk AF(10)= EXsh
w A 2] 25l A3t d%% 713 gﬂx] okoir}.

2 =
elo 2  Electron Appe HAAS
e =
[I. o17 did

3.1 AlY X|4

2 depat A7l e A uaehs 2w
Z9E olzelAloldel 4% Electron LEAs
=925 Al AEn ges oled

o] Zg]Ao]4& Electron Appelgl gt =& 2HA
A 7lEeg & 8001 7R o] ZE|AlelAle]

Electron App #Hel®= /W=y g & A,
< ®= =3 Electron Appdl <aeh(15].

Electron =Z#|8 -"rJEU} Chromium® Node.js
71Mke] Web 71§ ©]43l2 %, Electron App+
Fig. 1.3 #°¢] Chromium Web Browser%}
zdslA 1 BEhA #AA(web storage)?] 3HEfal
Cache, IndexedDB, Local Storage, Session
Storage, Cookiesell dlolElE  AA&C}H11).

z2aam sl H2E Table 1.3 2},

Table 1. File Path of Electron App and Chromium
Web Browser

Type Program File Path
Jandi %AppDataZ%\JANDI
Electron Slack %AppData%\Slack
App %AppData%\Microsoft\
Teams
Teams
%LocalAppData%\Go
) Chrome ogle\Chrome\User
Chr\;\)]méum Data\Default
e .
Browser Microsoft %LocalAppData%\Mic
Fdee rosoft\Edge\User
g Data\Default
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Electron App Chromium Web Browser
A A
r N\ r ~N
Jandi Slack Microsoft Teams Chrome Microsoft Edge
blob_storage blob_storage ai_models Accounts AutofillStrikeDatabase
I Cache I I Cache I Bt P AutofillStrikeDatabase blob_storage
Code Cache Code Cache blob_storage BudgetDatabase
databases Crashpad C: :cy"abc ¢ BudgetDatabase
Dictionaries databases da;abases Code Cache
File System Dictionaries Dictionaries Code Cache Co\ler.:ions
GPUCache GPUCache GPUCache data_reduction_proxy_leveldb .
.
Local Storage IndexedDB IndexedDB M GPUCache
Session Storage Local Storage Local Storage GPUCache IndexedDB
shared_proto_db logs !52 . IndexedDB JumplListiconsRecentClosed
VideoDecodeStats sentry I:H'I:O:C JumplisticonsMostVisited JumplistlconsTopSites
it
I | Cookies I Service Worker Service Worker JumplisticonsRecentClosed Local Extension Settings

| Cookies-journal

j loglog

I Session Storagel

storage

J Network Persistent State

[ preferences

0 QuotaManager

|] QuotaManager-journal
|| TransportSecurity

Q window-state json

|| Cookies-journal
|| installation

£T local-settingsjson
|| lockfile

|| Network Persistent State

|| Preferences

[ ] quotaManager

1 QuotaManager-journal
| TransportSecurity

Session Storage

Local Extension Settings

SkypeRT
tmp
waichdeg
L1 Cookies-journal
&T desktop-configjson
[ installTime.txt
| lockfile
=l logsitxt
|| Network Persistent State
] old_logs_20210514083805.txt
& preauthjson
| Preferences
L1 QuotaManager

| QuotaManager-journal

Local Storage

Managed Extension Settings
H
L]

Service Worker

Session Storage

Sessions
shared_proto_db
-

L
__| Conversions

| Conversions-journal
| Cookies

_| Cookies-journal

Local Storage

optimization_guide_hint_cact
optimization_guide_model_ar
Platform Notifications
Service Worker
Sessions
shared _proto_db
C
L] Bookmarks
| Cookies-journal

|| Current App Session

Fig. 1. Web Storage of Electron App and Chromium Web Browser
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Table 2. File Path where Message Data are stored

Tool How to use File Type File Path
Chron.num %LocalAppData%\Google\Chrome\User
Web Browser
Data\Default\Cache
(Chrome)
Jandi Chromium ) Cache %LocalAppData%\Microsoft\Edge\User
Web Browser Data\Default\Cache
(MS Edge)
Electron App %AppData%\JANDI\Cache
Chromium %LocalAppData%\Google\Chrome\User
Web Browser Data\Default\IndexedDB\https_app.slack.com_0.indexe
(Chrome) ddb.blob\1\00\(#)
Slack Chromium IndexedDB | %LocalAppData%\Microsoft\Edge\User
Web Browser (Blob) Data\Default\IndexedDB\https_app.slack.com_0.indexe
(MS Edge) ddb.blob\1\00\(#)
% AppData%\Slack\IndexedDB\https_app.slack.com_0.i
Electron App ndexeddb.blob\1\00\(#]
Chromium %LocalAppData%\Google\Chrome\User
Web Browser Data\Default\IndexedDB\https teams.live.com_0.indexe
(Chrome) ddb.leveldb\(#.log, #.1db)
Microsoft Chromium IndexedDB | %LocalAppData%\Microsoft\Edge\User
Teams Web Browser (LevelDB) | Data\Default\IndexedDB\https_teams.live.com_0.indexe
(MS Edge) ddb.leveldb\(#.log, #.1db)
Electron App %AppData%\Microsoft\Teams\IndexedDB\https_teams.l
ive.com_0.indexeddb.leveldb\(#.log, #.1db)
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Last Accessed Se.. Filename URL = File Size
2021-05-30 2% &:41:11 LT count=50&dilter=all&page=1&sort=crea... https//i1 jandi.com/message-api/v2/teams/24280390/todoscount=50&filter=all&page=1&sort=create 512
2021-05-30 2% 641:11 LT checkjson https://i1 jandi.com/message-3pi/v2/teams/24280390/todos/check 24
2021-05-30 27 6:41:02 LT count=50&linkid=1540123761 json https//i1_jandi.com/message-api/v1/teams/24524826/rooms/24524887/messages 7count=50&tinkid=1540123761 827
2021-05-17 27 9:04:44 LT count=50&linkid=-1json https://i1 jandi.com/message-api/v1/teams/24524826/rooms/24524887/messages 7count=508tlinkid=-1 637
2021-05-30 27 4:04:42 Emun(:ﬁﬂ&lmk\d:\540105386]30" https://i1 jandi.c: ge-api/v1/teams/24524826/rooms/24524833/messages?count=50&linkid=1540108386 666
2021-05-17 2% LT count=508&dinkid=1540100586 json https://i1 jandi.com/message-api/v1/teams/24524826/r00ms/24524833/messages7count=30&linkid=1540100586 480
2021-05-30 2% 4 LT count=508inkid=1540108722 json https://i1_jandi.com/message-api/v1/teams/24524826/rooms/24524832/messages 7count=508&linkid=1540108722 654
2021-05-17 27 8:58:51 LT count=50&linkid=1540100584 json https//i1 jandi.com/message-api/v1/teams/24524826/rooms/24524832/messages 7count=508linkid=1540100584 480
2021-05-30 27 4:04:41 LT count=50&linkid=1540114437 json https//i1 jandi.com/message-api/v1/teams/24524826/rooms/2452483 1/messages7count=508inkid=1540114437 1,178
2021-05-17 27 9:04:40 LT count=508&linkid=1540100583&type=0... https://i1 jandi.com/message-api/v1/teams/24524826/rooms/2452483 1/messages?count=50&linkid=1540100583&type=old 131
2021-05-17 @7 8:58:49 !ﬂ'coun!:su&lmkwdﬂ540!00583.jsun https://i1 jandi pi/v1/teams/24524826/rooms/2452483 1/messages7count=50&linkid=1540100583 480
2021-05-30 2% 6:41:00 LT count=50&dinkid=1540112955 json https://i1 jandi.com/message-api/v1/teams/24524826/r00ms/24524830/messages 7count=50&linkid=1540112955 759
2021-05-17 27 9:04:43 LT count=508&linkid=1540100 https://i1_jandi.com/message-api/v1/teams/24524826/rooms/24524830/messages 7count=50&linkid=15401005828&type=cld 3
2021-05-17 27 8:58:28 Hcount:ﬁu&hnk\d:'\SADIOQSSstun https//i1 jandi.c pi/v1/teams/24524826/r00ms/24524830, Pcount=508&linkid=1540100582 479
2021-05-30 2% 6:41:04 LT count=508&dinkid=1540113972 json https.//i1 jandi.com/message-api/v1/teams/24524826/rooms/24524829/messages 7count=50&linkid=1540113972 1752
2021-05-17 83 9:04:37 LT count=50&linkid=0.json hRE:/h' jandi. camfmessasﬁaEwm.eamsfzésznazé.’rooms/zd52432B;‘messages?cauntssuﬁ\inkldzU 1,748
2021-05-30 27 6:41:13 LT count=50&linkid=1520961257 json https://i1_jandi.com/message-api/v1/teams/24280390/rooms/24408432/messages 7count=508inkid=1520961257 1,835
2021-05-30 71 4:04:55 LT count=508inkid=153481 8716 json https://i1_jandi.com/message-api/v1/teams/24280390/rooms/24280397/messages7count=50&linkid=1534818716 2,133
2021-05-13 27 9:23:25 .U(Dun(:ﬁﬂ&l\nk\d:‘\520986755jwn https://i1 jandi.com/message-api/v1/teams/24280390/rooms/24280397/messages 7count=50&linkid=1520986755 2,012
2021-05-30 27 4:05:00 LT count=50&inkid=1467807361 &type=0... https/i1 jandi.com/message-api/v1/teams/24280390/rooms/24280397/messages7count=50&linkid=1467807361 &type=old E3)
2021-05-30 7 4:04:56 LT count=50&linkid=1520963188 json https://i1 jandi.com/message-api/v1/teams/24280390/rooms/24280396/messages?count=508&linkid=1520963188 1445
2021-05-30 27 4:04:57 LT count=50&dinkid=1467807360&type=0... https/i1 jandi.com/message-api/v1/teams/24280390/rooms/24280396/messages7count=50&linkid=14678073608type=old 31
2021-05-30 27 4:04:54 LT count=508&linkid=1520970959 json https://i1 jandi com/message-api/v1/teams/24280390/rooms/24280395/messages 7count=508linkid=1520970959 2,420
2021-05-30 27 4:05:02 E(mlnt:ﬁﬂ&lmk\d:\467807359&!ype:n . https://i1 jandi com/message-api/v1/teams/24280390/rooms/24280395/messages 7count=508&linkid =14678073598&type=old 3
2021-05-30 2% &41:11 LT count=50&dinkid=1520973547 json https://i1 jandi.com/message-api/v1/teams/24280390/rooms/24280394/messages 7count=50&linkid=1520973547 2,792
2021-05-30 27 4:05:07 LT count=50&inkid=15085711 16&type=0... https://i1 jandi.com/message-api/v1/teams/24280390/rooms/24280394/messages?count=508linkid=1508571116&type=old 1,301
2021-05-30 23 4:05.07 e linkid=1467807: https//i1 jandi.c pi/v1/teams/24280390/rooms/24280394/messages Tcount=50&linkid=14678073588type=old 13
2021-05-30 27 6:41:15 LT count=508dinkid=1467808426 json hitps://i1 jandi.com/message-api/v1/teams/24280390/r00ms/24280393/messages 7count = 508&linkid=1467808426 1728
iR T RS AR L ST o TOTDE /71T JoTva COTTI TTISTREr-SPI/ v | TEaITIY Ca 0B L O/ TOOMe 2D B 1/ ITSTRETS )
2021-05-30 @7 4:04:42 LT markers json https://i1_jandi.com/marker-api/v1/teams/24524826/rooms/24524833/markers 129

Fig. 4. Jandi Cache with ChromeCacheView

Table 3. URL Format of JSON files in Jandi Cache

URL
team room
common team id common room id common
Chat A 24524887
Topic D 24524833
Topic C 24524832
Team A Topic B 24524826 94524831
Topic A 24524830
Chat(JANDI) https://il.jandi.com Jrooms/ 24524829 /messages?
Chat B /message-api/vl/teams/ 24408432 ges:
Topic H 24280397
Topic G 24280396
Team B 1 bic F 24280390 24280395
Topic E 24280394
Chat(JANDI) 24280393

feedbackid  messag sage/teamld message/writerld message/con message/updatedAt message/createdAt message/ 0 g ge/ message/attachments/0/content/
-1 1495637251 24280390 24280392 text 2021-04-26 9:19 2021-04-26 9:19 YRXE A AT YU|CH web
1495637251 1495638236 24280390 24407256 comment 2021-04-26 919 2021-04-26 9:19 HOIZO[2~ web
-1 1495835809 24280390 24280392 todo 2021-04-27 15:53__2021-04-26 10:14 2T BIAIK ARt £3A web =M &4 Z0 210426hwp _httpsy/files jandi.com/files-private/24280390/1
1 1495843263 24280390 24280392 todo 2021-04-26 1017 2021-04-26 10:16 apk T & &A| web
1495843263 1495845867 24280390 24280391 comment 2021-04-26 10:17  2021-04-26 10:17 AB 10| & 2| Y= § Y5t AL system
1495835800 1499510034 24280390 24280392 comment 2021-04-27 15553 2021-04-27 1553 4F12] EIN X4 Z 210426 hwr web
1500035173 1500035175 24280390 24280392 comment 2021-04-27 17:56___2021-04-27 17:56 test EXr & web
-1 1512219626 24280390 24407256 text 2021-05-04 16:11 _ 2021-05-04 16:11 PCHME BIAIX| X & BT E & Utios
11512221792 24280390 24407256 text 2021-05-04 16:11___2021-05-04 16:11 FHAIOIA jsonTi & Z8 % csv HEE ios
team_24524826, room_24408432, N & count=50&linkld=1467807359&type=old json

room_24280397. 7 H count=50&linkld=1520970959,json

team_24280390

room_24280396, |
room_24280395, 7 count=50&linkld=14678073598&type=old.csv

room_24280394. count=50&inkld=1520970959.csv

Fig. . Message Acquisition Process of Jandi
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Fig. 6. Hex Data of Slack Message

Table 4. Slack Message Attribute

# Attribute # Attribute
1 thread_ts 12| client_msg id
2 slackbot_feels 13 type

3 _hidden_reply 14 ts

4 reply_count 15 channel
5 replies 16 no_display
6 latest_reply 17 user

7 reply_users 18 _rxn_key
8 reply_users_count 29 subtype
9 files 20 text

10 attachments 21 __meta__
11 blocks
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c I @ appslack.com/client/TJ296BR6Z/DHQUDIDPC I

workspace
name

@ Threads

@ Menti

R sa
More

ved items

¥ Channels
# free
#  multimedia

# notice

Add channels

» Direct me

% Slackbot

URL Format: https://app.slack.com/client/[workspace id]/[channel id]

Elements

x ol

Console  Sour,

ork

workspace id

¥ Slackbot ¢

persist:slack-

April 21st, 2019 v

g aa~n

client}

“persist:slack-client

12

UIQTIAIFF"

JR9B4PN]

channel id

[ cramnel i |
—

message

Application Lighthouse

Value
» membershipCounts: {CHNIQLNSP: {..}, CHW1QLPQ9: {.}, CJ4S
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Fig. 8. Slack Message Acquisition through a Developed Carving Tool
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Fig. 11. Microsoft Teams Message Acquisition through a Developed Carving Tool
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Table 5. Microsoft Teams Message Attribute

# Attribute # Attribute # Attribute

1 ackrequired 34 messageStorageState 67 isPlainTextConvertedToHtml
2 versionHistory 35 isActionExecuteUpdate 68 isRichContentProcessed

3 cursorToken 36 | _conversationldMessageldUnion | 69 | isRichMessagePropertiesProcessed
4 messagetype 37 parentMessageld 70 isRenderCon}‘EE?]tgﬁflingiphyDispla
5 contenttype 38 createdTime 71 isForceDelete

6 content 39 creator 72 isEditClientLie

7 renderContent 40 creatorProfile 73 reactionLieData

8 renderContentNative 41 isFromMe 74 originalNonLieMessage

9 activitytype 42 userHasStarred 75 originalNonLieReactions
10 clientmessageid 43 activity 76 |originalNonLieReactionsSummary
11 amsreferences 44 previewData 77 context

12 amsStoragelLocations 45 |replyChainLatestDeliveryTime| 78 isSfBGroupConversation
13 | isAmsResourcesUpdated | 46 scenarioName 79 convoCallld

14 imdisplayname 47 state 80 convoCallUrl

15 skypeguid 48 hydratedContent 81 eventld

16 postChannels 49 hydratedProperties 82 translation

17 properties 50 notificationLevel 83 dlpData

18 annotationsSummary 51 hasMessageActionFailed 84 layoutMetadata

19 externalid 52 messageSendErrorReason 85 messageLayoutType

20 id 53 | messageSendDiagnosticError | 86 callDuration

21 type 54 mentions 87 callParticipantsMris

22 sequenceld 55 hyperLinks 88 cachedDeduplicationKey
23 messageKind 56 {objectlz‘,ﬂti(:;rﬁgr,lttsitle, ) 89 cachedOriginal ArrivalTime
24 composetime 57 | inputExtensionAttachments | 90 cachedOriginalArrivalTimeUtc
95| originalarrivaltime | 58 p“’cessedl“ﬁ;teEn’;tse“SionAttac 91 _emailDetails

26 clientArrivalTime 59 inlinelmages 92 _callRecording

27 conversationLink 60 containsSelfMention 93 _callTranscript

28 from 61 containsTeamMention 94 _meetingObjects

29 source 62 teamMentionDisplayName 95 callParticipantsCount

30 idUnion 63 trimmedMessageContent 96 _pinState

31 conversationld 64 |messageContentContainsImage| 97 pinnedTime

32 versionNumber 65 |messageContentContainsVideo| 98 _policyViolation

33 version 66 isSanitized 99 | _invalidatelnvokeCacheDetails
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